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Practitioner's Docket No ^^^^^^^^ PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Patent application 

of 

lnventor(s) 

for 

Title of invention 

OR 

In re application of: Yunzhou Q^/. 

Serial No.: 0 9/ 400,132 Group Art Unit: ^c/j^ ^ 

Filed: 9/21/99 Examiner <0/)^ 

For: Apparatus and Method for Distributing ' 

Mmgt. Keys in a Multicast Domain . '^^0/- 

Commissioner for Patents ^^On 
Washington, D.C. 20231 ^ 

TRANSMITTAL OF INFORMATION DISCLOSURE STATEMENT 

WITHIN TffllEE MONTHS OF FILING OR 
BEFORE MAILING OF FIRST OFFICE ACTION (37 CF.R. 1.97(b)) 

NOTE: "An information disdosuTQ statement shal! be considered by the Office if fUed by the applicant (1) within 
three months of the fiUng date of a nationai application: (2) within three months of the date of entry 
of the national stage as set forth in § 1,491 in an intemationaJ application: or (3) before the mailing date 
of a first Office action on the merits, whichever event occurs tast" 37 C.F.R 1, 97(b), 



CERTIFICATE OF MAILING/TRANSMISSION (37 C.F.R. 1^) 

I hereby certify that this correspondence Is, on the date shown below, t)eing: 

MA1UNG FACSIMILE 

{2 deposited with the United States Postal 
Sen/ice with sufficient postage as first dass 
mail, In an envelope addressed to the 

Commissfoner for Patents, 
Washington, D.C. 20231. 

Date: Februa ry 20, 2001 



(type or print name of person certifying) 

(Transmittal of Infomriation Disdosure Statement Within Three Months of Filing or Before Mailing of First Office 

Action [6-3]— page 1 of 2) 



□ transmitted by facsimile to the 
Patent and Trademark Office. 




NOTE: The 'filing date of a natog/ appHcaHon" under 37 C.F.R 1, 97(b) has two po ssjbfe meanings. Where 
the Wing b a direct one United States Patent & Trademark Office, the fjUn^^^fined in 37 C.F.R. 
r.53(bj as date on^ro/?: (1) A specification containing a descn'ption pcj^BI to § 1,71 and at 
least one claim pursuant to § 1,75; and (2) any drawing required by § 1, 61(a), are filed in the Patent 
and Trademark Office in the name of the actual inventor or inventors as required by § 1A1' 37 C,F,R, 
1, 97(b)(1), On the other hand, an international application that enters the national stage occurs when 
the applicant has filed the documents and fees required by 35 U.S.C. § 371(c) wrtfvn the periods set 
forth In § 1.494 or § 1,495. 35 U.S.C. § 371(c) requires the fifing of the following: (1) the nationd fee; 
(2) a copy of the international appllca^on, unless already sent by the International Bureau, and an English 
translation if filed in another language; (3) amendments under PCT Article 19, with a translation into 
English if made in another language: (4) an oath or dedaratJon; and (5) a trartstation into English of any 
annexes to the International preliminary examination report. If such annexes were made in another 
language, 37 C.F.R, 1,97(b)(2), 



IDENTIFICATION OF TIME OF FILING THE ACCOMPANYING 
INFORMATION DISCLOSURE STATEMENT 

The information disclosure statement submitted iierewith is being fiied within three 
months of the filing date of the application or date of entiy into the national stage of an 
international application or before the mailing date of a first Office action on the merits, 
whichever event occurs last 37 C.F.R. 1.97(b). 

NOTE: "No certification or fee is due when tfie filing is made within the above time penod. It is advisat)le to 
ensure that no Office action has been mailed if the disclosure statement is d^ayed until after three 
months from filing," 

NOTE: "An Information disclosure statement will be considered to have been filed on the day it was received 
in the Office, or on an earlier date of a mailing if accompanied by a property executed certificate of 
mailing under 37 C.F.R, 1.B, or £xp/iess Mall certificate under 37 C.F,R. 1. 10, An Office action is mailed 
on the date indicated in the Office action," Notice of April 20, 1992 (1138 0,G. 37-41, 39), 

NOTE: *77je terni 'national application* includes continuing applications (continuations, divisions, continuations- 
in-part) so three^ontbs will be measured from the actual filing date of an application as opposed [sic] 
to the effective date of a continuing application." Notice of Apnl 20, 1992 (1138 O.G, 37-41, 39). 

NOTE: "An action on the merits means ^ action which treats the patentability of the dsms in an application, 
as opposed to only formal or procedural requirements. An action on the merits v/ould, for example, 
contain a rejection or indication of allowability of a claim or dalnns ratt)er tf\an just a restriction 
requirements (37 C.F.R. 1.142) or Just a requirement for additional fees to have a daim considered (37 
C,F.R, 1. 16(c^). Thus, if an application was filed on Jan, 1 and the first Office action on the merits was 
not mailed until six months later on July 1, the examiner would be required to consider any proper 
Information disclosure statement filed prior to July 1." Notice of Apnl 20, 1992 (1138 O.G. 37-41, 39), 

WARNING: "A petition for suspension of action to allow applicant time to submit an information disclosure 
statement will be denied as failing to present good and suffldent reasons, since 37 C,F.R. 1.97 
provides adequate recourse for the timely submission of prior art for consideration by the examiner. " 
Notice of July 6, 1992 (1141 0,G, 63), 



Reg. No.: 3^^337 
Tel. No.: (617) 443r,9292 
Customer No.: 002101 




^sidNATunfe dp p\ 




mOKER 

John J. Stickevers, Esq. 



(type or print name of practitioner) 

BROMBERG & SUNSTEIN LLP 

P.O. Address 

125 Summer Street, Boston, MA 02110 



CTransmittal of Information Disclosure Statement Within Three Months of Filing or Before Maifing of Rrst Office 

Actioo [S-31— page 2 of 2) 
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Practitioner's Docket Mo. 2204/152 PATENT 

IN THE UNITED STATES PATENT AND TRADEIWARK OFFICE 

Patent application 

of 

Inventoits) 

for_ 

Title of invention 

the specification of which is being transmitted herewith 

OR 

In re application of: ^unzhou 

Serial No.: o 9 / 400, 132 Group No.: 

Filed: 9/21/99 Examiner 

For: Apparatus and Method for Distributing 

Mmgt. Keys in a Multicast Domain 

Commissioner for Patents 
Washington, D.C, 20231 

INFORMAT lbN DISCLOSURE STATEMENT 

CERTIFICATION UNDER 37 C.F.R. l^a) and 1.10 

(When using Express Mall, the Express Mail iai^ei number is raandatory; 
Express Mail cerUficathn is optional) 

I hereby certify that, on the date shown below, this correspondence is being: 

MAIUNO 

Q deposited with the United States PostaJ Service in an envelope addressed to the Commissioner 
for Patents. Washington. D.C. 20231 

37 CJ=.a 1.8(a) 37 C.F.R. 1.10* 

□ with sufficient postage as first class mail. □ as "Express Mail Post Office to Addressee" 

Mailing Label No (mandatory.) 

TRANSMISSION 

□ transmitted by facsimile to the Patent and Trademaric Offic 



Date! February 20 , 2001 Johij J. Sticke^rs, Esq 




{type or print name of person certifying) 

^AFINING: Each paper or fee filed by Express Mail must have the number of the "Express Mail" mailing label 
ptaced thereon pnor to mailing. 37 C.F.R 1.10(b). 

"Since the filing of correspondence under § 1.10 without the Express Mail mailing label thereon 
is an oversight that can t>e avoided by the exercise of reasonable care, requests for waiver of this 
requirement will not be granted on petition." Notice of Oct 24, 199S, 60 Fed. Fieg. 56,439, at 56,442. 

Onfomnation Disclosure Statement [6-1]— page 1 of ^ ) 



NOTE: "An information disd<^^statement shali be considered by the: Office if fi^^^ the applicant 

(1) Within three months of the filing date of a national appGcatlon; 

(2) Within three months of the date of entry of the national stage as set forth in § 1.491 in an 
, international application; or 

p; Before the mailing date of a first Office action on the merits, whichever event occurs last" 
37 C,ER, 1.97(b), 

NOTE: "Each individual associated with the filing and prosecution of a patent appfication has a duty of candor 
and good faith in dealing with the Office, which includes a duty to discfose to the Office all infonnation 
known to that individual to be material to patentability as denned h this secUon." 37 C.F.R 1.56(a). 

"Individuals assodated with the filing or prosecution of a patent application within the meaning of 
this section are: 

(1) each inventor named in the application: 

(2) each attorney or agent who prepares or prosecutes the appHcaU'on; and 

(3) every other person who is substantively involved in the preparation or prosecution of the application 
and who is associated with the inventor, with the assignee or with anyone to whom there is an obligaUon 
to assign the application." 37 C.F.R 1.56(c). 

NOTE: The "duty as described in § 1.56 will be met so long as the information in question was dted by the 
Office or submitted to the Office in the manner prescribed by §§ 1.97(b) - (d) and 1.98 before issuance 
of the patent" Notice of January 9, 1992, 1135 O.G. 13 -25 at 17. 

WARNING: "No information cBsdosure statement may be filed in a provisional application. "37 C.F.R. § 1.51(b). 

List of Sections Forming Part of This Information Disclosure Statement 

The following sections are being submitted for this Infonnation Disclosure Statement: 

(check sections fanning a part of this statement: discard unused sections 
and number pages consecutively) 

1. 3 Preliminary Statements 

2. □ FORM PT0^1 449 (PTO/SB/08A and 086) 

3. □ Statement as to Infomnation Not Found In Patents or Publications 

4. □ Identification of Prior Application in Which Listed Information Was Already Cited 

and for Which No Copies Are Submitted or Need Be Submitted 

5. □ Cumulative Patents or Publications 

6. □ Copies of Listed Information Items Accompanying This Statement 

7. □ Concise Explanation of Non-English Language Listed Information Items 

7A, □ EPO Search Report 

78, □ English Language Version of EPO Search Report 

8. □ Translation(s) of Non-English Language Documents 

9. □ Concise Explanation of English Language Usted Infomiation Items (Optional) 

10. O Identification of Person(s) Making This Infonmation Disclosure Statement 

(complete the following, If appropriate) 

Sections , respectively, have been continued on ADDED PAGE(S). 

NOTE: "Once the minimum requirements are met, the examiner has an obligation to cons/cter the Information " 
Notice of April 20, 1992 (1138 O.G. 37-47, 37). 



(InfcMmation Disdosure Statement (6-11 — page 2 of . 



FORM 6^1 



6-14 



Section 1. Preliminary statements 

Sih ^"k ^^'^'^''^ P^*^"*^' P"b"°a«°ns or other Information, of which they are 

T ^ l?^^ ''^"^^^ *° examination of this applica ion a^d in resneS 

of which, there may be a duty to disclose. HH"^cmuri, ana in respect 

The filing of this Infomiation disclosure statement shall not be constmed as a representa- 

dt^ Jf oHf^^'^'^H'^'^^^^ "^"^^ an admission that the nfoSon 

exSs *° '° patentability, or that no other material information 

«nl!lf infomiation disclosure statement shall not be construed as an admission 
against interest in any manner. Notice of January 9. 1992. 1135 O.G. 13-25. at 25. 



Onfomation Disclosure Statement — 



Section 1. Preiiminao' Statements [6-1] 



4 6 

— page _ of ) 



FORM 6-8 



6-55 



fRel.83-^/00 Pub.605) 



Practitioner's Docket No. 



PATENT 



IN THE UNITED STATES PATENT AND TRADEMARK OFHCE 

In re application of: V oV^zX^O^ 

' ^ Group No. 

Application No.: O^/yOOj iDol- Examiner. 





Assistant Commissioner for Patents 
Washington, D.C. 20231 

STATEMENT FOR INFORMATION DISCLOSURE UNDER 
37 C.F.R § 1.97(e) 

NOTE- A statement must state either "(1) that each item of information contained in the information disdosure 
statement was cited in a communication from a foreign patent office in a counterpart foreign application 
not more than three months prior to the filing of the information disdosu/e statement, or (2) that no 
item of information contained in the information discfosure statement was cited in a communication 
from a foreign patent office in a counterpart foreign appiication and to the knowledge of the person 
signing the statement after making reasonable inquiry, no item of information contained in the infomnation 
disdosure statement was known to any individual designated in § 1.56(c) more than three months pnor 
to the filing of the information disdosure statements 37 C.F.R § 1.97(e), 

NOTE: "Section 1.97(e) makes it dear that a certification could contain either of two statements. One statement 
is that each item of information in an information disdosure statement was dted in a search report from 
a patent office outside the US. not more than three months prior to the filing date of the statement. 
Under this certification, it would not matter whether any individual with a duty actually knew about any 
of the information dted before receiving the search report In the alternative, the certification could state 
that no item of information contained in the information disdosure statement was cited in a 
communication from a foreign patent office in a counterpart foreign application or, to the knowledge 
of the person signing the certification after making reasonable inquiry, was known to any individual having 
a duty to disclose more than three months prior to the filing of the statement" Notice of January 9, 
1992, 1135 O.G. 73-25, at 13. (emphasis added). Thus: "If an item of infomnation is submitted within 
three months of being cited in a communication from a foreign patent office in a counterpart foreign 
application, the ceniftcation can be property made regardless of any individual's previous knowledge 
of the information," Id., 1135 O.G. at 19. 

NOTE: "The certification can be based on present, good faith knowledge about when information became known 
without a search of files being made. " Thus, for example, the certification of § 1.97(e) does not preclude 
the use of the certification in an application by corporations whose practitioners have over the years 
reviewed thousands of patents and technicaf publications, even though they are unaware of the relevance 
of any one thereof to the application. Notice of January 9, 1992, 1135 O.G. 13-15, at 19. 



CERTIFICATE OF MAILING/TRANSMISSION (37 C.F.R. § 1.8(a)) 



I hereby certify that this correspondence is, on the date shown below, being: 




FACSIMILE 



□ transmitted by facsimile to the 
Patent and Trademark Office. (703) 



mail in an envelope addressed to the 
Assistant Commissioner for Patents, 
WashingtoiY D.Ci 20231. 





(type or print ri^e of person certifying) 



(Statement for Infomnation Disclosure under 37 C.F.R. § 1.97(e) [6-8]— page 1 of 4) 



NOTE: A copy of the foreign search report need not be submitted with the certification. Notice of April 20, 
1992 (1138 O.G. 37-4T, 40). 

NOTE: 'The phrase 'after making reasonabie inquiry' makes it dear that the individual making the certification 
has a duty to make reasonable inquiry regarding the facts that are being certified. The certification can 
be made by a registered practitioner wlio represents a foreign client and who relies on statements made 
by the foreign client as to the date the information first became known, A registered practit'oner who 
receives Information from a dient without being informed whether the information was known for more 
than three months, however, cannot make the certification without making reasonable inquiry. For 
example, if an inventor gave a publication to the attorney prosecuting an application with the intent 
that it be cited to the Office, the attorney should inquire as to when that inventor became aware of 
the publication and should not submit a certification under 37 C.F.R. 1 '97(e)(2) to the Office until a 
satisfactory response is received. The certification can be based on present, good faith knowledge about 
when information became known without a search of files being made," Notice of April 20, 1992 (1138 
O.G. 37-41, 39), 

NOTE: "Although it is recognized that an individual actually becomes aware of the information in the 
communication from a foreign patent office sometime after it was mailed, the maiiing date of such a 
communication, if it occurs prior to a fttst awareness of the same informa^on, would determine the date 
for filing of an information disdosure statement without a fee" in a certification procedure under § 1.97(e), 
Notice of January 9, 1992, 1135 O.G, 13-25, at 19 (emphasis added), 

NOTE: The mere absence of an item of information from a foreign patent office communication is not intended 
to represent an opportunity to delay the submission of a item known more than three months prior to 
the filing of an information disclosure statement to an individual having the duty of disdosure under 
§ 7.56. 62 Fed. Reg. 53,131, 53,150 (Oct 10, 1997). 

NOTE: The certification under § 1.97(e) should tie made by a person who has knowledge of the facts being 
certified. The certification can be made by a practitioner who represents a foreign dient and who relies 
on statements made by the foreign dient as to the date the information first became known. A practitioner 
who receives information from a dient without being informed whether the information was known for 
more than three months, however, cannot make tiie certification without making reasonable inquiry." 
Notice of January 9, 1992, 1135 O.G, 13-25 at 19. 

NOTE: "The term counterpart foreign patent application means that a daim for priority has been made in either 
the U.S. application or a foreign application based on the other, or that the disclosures of the U.S. and 
foreign patent applications are substantively identical (e.g., an application filed in the European Patent 
Office daiming the same U.K. priority as daimed in the U.S. application). " Notice of April 20, 1992 (1 138 
O.G, 37-41, 39). 

NOTE: "Individuals other than the attorney, agent or inventor may comply with this section by disclosing 
information to the attorney, agent or inventor," 37 C.F.R. § 1.56(d) and 

"Individuals associated with the filing or prosecution of a patent application within the meaning of this 
section are: 

(1) each inventor named in the application: 

(2) each attorney or agent who prepares or prosecutes the application; and 

(3) every other person who is substantively invdved in the preparation or prosecution of the application 
and who is assodated with the inventor, witii the assignee or with anyone to whom there is an obligation 
to assign tiie application." 37 C.F.R. § 1.56(c). 

IDENTIFICATION OF INFORMATION DISCLOSURE STATEMENT 
FOR WHICH THIS STATEMENT IS BEING MADE 



1 . This statement is being made for the Information Disclosure Statement 
\Si accompanying this statement. 
□ filed 



Date 



(Statement for Information Disclosure under 37 C.F.R. § 1 .97(e) [6-8]— page 2 of 4) 



fRel.S3--4/00 Pub.605) 



FORM 6-8 



6-56 



i 



(Rel.83-^/00 Pub.60S) 



FORM 6-8 



6-57 



STATEMENT 

2. I, the Mreon(s) signing below state: 

[fr^ that each item of information contained in the information disclosure statement 
was cited in a communication from a foreign patent office in a counterpart foreign 
application not more than three nnonths prior to the filing of the information 
. disclosure statement. 37 C.F.R. § 1.97(e)(1). 
NOTE: The three month period starts from the mailing date of the foreign patent office communication. Notice 
of January 9, 1992, 1135 O.G. 13-25 at 19. The mailing date is the "date on the communication by 
the foreign patent office." Notice of April 20, 1992 (1138 O.G. 37-4 39). 

OR 

□ that no item of information contained In the information disclosure statement 
was cited in a communication from a foreign patent office in a counterpart foreign 
application and to the knowledge of the person signing the statement after 
making reasonable inquiry, was known to any individual designated in § 1 .56(c) 
more than three months prior to the filing of the infomiation disclosure statement. 
37 C.F.R. § 1.97(e)(2). 

NOTE: "The time at which information 'was known to any individual designated in 37 C.F.R. 1.56(cy is the time 
when the information was discovered in assodation with the application even if awareness of the 
materality came later." Notice of April 20. 1992 (1138 O.G. 37-41, 40). 

eOENTIFBCATION OF PERSON(S) MAKING THIS STATEMENT 

3. The person making this statement is 

(check each appficable item) 
(a) □ the inventor(s) who signs below 



SIGNATURE OF INVENTOR 



(type name of inventor who is signing) 

(b) □ a person who is substantively involved in the preparation or prosecution of the 
application, and who is associated with the inventor, with the assignee, or with 
anyone to whom there is an obligation to assign the application (37 C.F.R. 
§ 1.56(c)) and who signs below. 



SIGNATURE OF PERSON MAKING STATEMENT 



(type name of person who is signing) 



Address of person who is signing 



(Statement for Information Disclosure under 37 C.F.R. § 1.97(e) [6-8]— page 3 of 4) 



(c) CSJ^e practitioner who signs beiow on the basis of the information; 

(check each applicable Item) 

□ supplied by the inventor(s). 

□ supplied by an individual designated in § 1.56(c). 
[[r in the practitioner^s file. 




PRACTITIONER 



Reg. No.: . ^Q^^ T - )Uci\jHCin 

/ ^ ^ 1/ i -> (tyP^ or print name of practitioner) 

Tel. NO. ii^nmi^^^ ^ ivr 5u^^ 

Customer No.: 00 "^-^O \ P.O. Address 



(Statement for Information Disclosure under 37 C.F.R. § 1.97(e) [6-8]— page 4 of 4) 



(Rel.33-^/00 Pub.605) 



FORM 6-8 



6-58 




Section 6. Copies of Listed information Items Accompanying This 



NOTE: 37 CF.R. t98(a)(2) requires that any information disclosure statement filed under § 1.97 shall include: 
M legible copy of: (1) Each U.S. and foreign patent; (ii) Each publication or that portion which caused 
it to be listed; and (ni) All other information or that portion which caused it to be listed, except that 
no copy of a U.$, patent application need be included ..." 

NOTE: The wording in § 1 .98(a)(2)(iii} makes it clear that the requirement to submit a copy of each item of 
information listed in an information disclosure statement does not apply to the citation of a U,S. patent 
application. Notice of January 9, 1992, 1135 O.G. 13-25, at 14, 



Legible copies of all items listed in Form PTO-1449 {PTO/SB/08A and 08B) accompany 
this information statement. 



□ Exception{s) to above: 

□ Items in prior application, from which an earlier filing date is claimed 
for this application, as identified in Section 4. 

□ Cumulative patents or publications identified in Section 5. 



(Information Disclosure Statement— Section 6. Copies of Listed Information Items Accompanying 



Statement 



(complete the following, if applicable) 



This Statement [6-1]— page 



5 



mcl.70-12.96 Pub.605> 



FORM 6-1 



Section 10. Identifi^Von of Person(s) Making THIS INI 
DISCLOSURE STATEMENT 



i^Ima 



TION 



The person making this statement is 

(check each applicable item) 
(a) □ the lnventor(s) who signs below 



SIGNATURE OF INVENTOR 



(type name of inventor who is signing) 

(b) □ an individual associated with the filing and prose- 
cution of this application (37 C.F.R. 1.56(c)) 



SIGNATURE OP INVENTOR 



(type name of Inventor who is signing) 

(c) S the attorney who signs below on the basis of the 
information: 

(check each applicable item) 

□ supplied by the inventor(s). 

□ supplied by an individual associated with the filing and prosecution 
of this application. (37 C.F.R. 1.56(c))* 

Kl in the attorney's file. 



Reg. No.: :39;387 

Tel. No.: (617 )443-9292 

Customer No.: °°2ioo 




vormoNER 

tckevers, Esq. 



(type or print name of pracHtionef) 

BROMBERG & SUNSTEIN LLP 
P.O. Address 

125 Summer Street, Boston, MA 02110 



(Information Disclosure Statement-^Section 10. Identification of Person(s) MaJdng This Information Disclosure 

Statement [6-1}— page ^ of ) 



FORM 6-1 



6-30 



SECTION 2: FORM PTO 1449 - MODIFIED 

IN THE UNITED STATES PATENT AND TRADEMARK OFHCE 
Applicant: Li, Yunzhou Atty Dkt: 2204/152 

Serial No: 09/400,132 Date: February 20, 2001 

Date Filed: September 2 1 , 1 999 

Invention: Apparatus and Method for Distributing Management Keys in a Multicast Domain 

Commissioner for Patents 
Washington, DC 20231 



LIST OF PATENTS AND PUBLICATIONS FOR APPLICANTS' 
INFORMATION DISCLOSURE STATEMENT 

Other Documents 

Exam. Ref. Document 
Init. No. 



A A Wong, et al., Secure Group Communications Using Key Graphs, Proceedings of 

ACM SIGCOMM '98, September 2-4, 1998. 

AB Internet Engineering Task Force, INTERNET DRAFT, Bay Networks, Inc., August, 

1998. 



Examiner: 



Date Considered: 



NOTE FOR EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609; draw line 
through citation if not in conformance AND not considered. Include copy of this form with next communication to appHcant. 



(tt20M)0I52 141109.1 
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